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S ta f f  P R i va c y 
N o t i c e

W H at  i S  P e R S o N a L  D ata ?

1.  Personal data is information that relates to a living 
individual who can be identified from that data. this 
identification can be from the information alone 
or in conjunction with any other information in our 
possession, or that is likely to come into the possession 
of those processing the information.  

H o W  y o U R  i N f o R M at i o N  W i L L  B e  U S e D

2.  How Utmost hold, control and process personal data is 
governed by the isle of Man Data Protection act 2018, 
the european Union General Data Protection Regulation 
(GDPR) and the UK applied GDPR. together these are 
referred to as the Data Protection Regulations.

  as your employer we hold, control and process your 
personal data to enable us to fulfil your contract of 
employment and administer contracted benefits. We 
may also use your personal data for purposes such as 
your recruitment, our business requirements and in 
order to comply with our obligations under the laws and 
regulations of the isle of Man and the United Kingdom, 
in relation to, for example, employment, taxation, social 
security, equality and financial services regulation.

  the types of personal data that we may hold, control and 
process are as follows:

 a.  Personal details and contact information; such as 
name (including known aliases or former names); 
e-mail address; contact number, addresses; date 
and place of birth; nationality; gender; marital status; 
language(s); signature; photograph(s); driver’s licence 
and/or other national identification document(s); 
emergency contact details; criminal records check; 
and next of kin details (including their names, 
addresses and contact number).

 b.  Right to work information; such as social security 
information, national insurance number; tax 
identification number; nationality, residency, work-
permit information; identity card, passport, and/or 
birth certificate details.

Utmost Wealth Solutions is the brand name used by a number of Utmost companies. This item is issued by Utmost Services Limited.

 c.  Work record and performance information; such as 
employee identification number; role title and grade 
level, including historical information regarding 
progression; department; supervisor/manager (where 
applicable); dates of employment; hours worked; 
absences; holiday dates; performance and evaluation 
records; disciplinary records or investigation records 
related to conduct impacting the workplace and/or 
training records.

 d.  Compensation and benefits information; such 
as bank details; salary and compensation details, 
including bonus, benefits, and enrolment eligibility 
information and details such as marriage certificates, 
birth certificates, and other enrolment verification 
information; tax rates and allowances; retirement fund 
details; expense details, including corporate credit 
card and payment history.

 e.  Learning, Training, Education and Development 
details; such as education and other academic and 
professional qualifications; details about your previous 
work experience, roles, including employment 
references; language and other relevant skills; resume, 
curriculum vitae, and/or role application details.

 f.  Business Operational information; such as the 
recording of telephone calls; use of the internet; 
login details to computer software; building i-D card 
entrance information.

L e G a L  B a S e S  U N D e R  W H i c H  U t M o S t  
W i L L  P R o c e S S  y o U R  P e R S o N a L  D ata

3.  the Data Protection Regulations require that we as 
your employer confirm the legal bases under which we 
will use your personal data. your personal data will be 
processed under the following bases:  

 a.  to enter into or perform a contract (that is your 
contract of employment with Utmost Services 
Limited)

 b.  to comply with our statutory obligations

 c.  to fulfil the legitimate interests of Utmost, and

 d.  Where you have given your consent to the specific 
processing.

Utmost Services Limited (‘Utmost’ or ‘us’ or ‘we’ as the context shall permit) 
recognises that your personal data, and therefore your privacy, is very important 
to you as an individual and to us as a responsible employer. this Staff Privacy 
Notice explains what types of personal data we hold about you, how and why it 
is processed and with whom it may be shared.
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L e G i t i M at e  i N t e R e S t S

4.  When we are processing your personal data in order to 
fulfil our legitimate interests, these include but are not 
limited to administering benefits that are provided as 
part of your employment contract.

c o N S e N t

5.  Where we are processing your personal data based 
upon your consent to do so, you have the right to 
withdraw that consent at any time. a small part of our 
processing is based upon your consent. 

  for example, where you choose to receive advice from 
the Utmost appointed financial adviser, in connection 
with your staff pension, we will supply them with 
information about you.

S P e c i a L  c at e G o R i e S  o f  P e R S o N a L  D ata

6.  Where we process special categories of personal data 
about you (for instance information on your health, 
sexual orientation, religious or ethnic background) and 
criminal convictions data (as required by our regulators 
for key staff roles), we are doing so for purposes such 
as:

 a) Private medical healthcare or social care purposes, or

 b) criminal Records Background checks (cRB).

  We may also collect and process special categories 
of personal data provided by you about a member of 
your family or next of kin. this personal data is used for 
the provision of private medical health care or other 
benefits received in relation to your employment. 

  Subject to changes in the Data Protection Regulations, 
where you provide us with details about a member of 
your family or next of kin who are under 16 years of age, 
it is your responsibility to advise us when that individual 
attains 16 years, as we may be required under the Data 
Protection Regulations to tell them that we hold their 
personal data.

  With the exception of data processing based upon your 
consent, referred to in section 5 above, if you do not 
provide us with your personal data, Utmost Services 
Limited will not be able to employ you.

i N f o R M at i o N  P R o v i D e D  
B y  o t H e R  S o U R c e S

7.  Not all personal data that we hold about you will 
have been provided directly by you. Where your 
personal data has been provided to us by another 
party, this is likely to have been in one of the following 
circumstances:

 a.  a reference has been received for you.

 b.  your details have been supplied to Utmost by an 
employment agency with which you are registered.

 c.  your details have been supplied to Utmost by your 
academic institution in relation to a work placement.

S H a R i N G  i N f o R M at i o N

8.  We will transfer personal data to:

 a.  other companies within the Utmost isle of Man 
Group: including Utmost international isle of Man 
Limited and Utmost trustee Solutions Limited.

 b.  the isle of Man Government and regulatory agencies 
when required to by law or regulation.

 c.  organisations who perform cRB checks which 
are conducted by us prior to the start of your 
employment  and on an ongoing basis as required by 
regulation.

 d.  organisations in order to facilitate logging-in to 
internal and external computer systems.

 e.  if you are employed in the UK, to HMRc and other UK 
Government agencies when required by UK law or 
regulation.

9.  your personal data will be held, controlled and 
processed by us in the isle of Man, which is not a 
member of the european economic area (eea) or 
part of the United Kingdom. the isle of Man has been 
recognised by the european commission and the 
United Kingdom Government as having adequate data 
protection legislation.

H o W  L o N G  D o  W e  K e e P  y o U R  
P e R S o N a L  i N f o R M at i o N ?

10.  We will only keep your information for as long as it 
needs to be retained to meet our legal and business 
requirements or those which are stipulated under the 
Data Protection Regulations. once your information is 
no longer needed it will be put beyond use.

y o U R  R i G H t S

11.  Under the Data Protection Regulations you have certain 
rights over your personal data. these rights are as 
follows:

 a.  to request from us access to your personal data 
through a ‘subject access request’.  

 b.  to obtain from us the rectification of any inaccurate 
personal data we hold about you. 

 c.  the erasure of your personal data, unless we have a 
legal obligation to process your personal information. 

 d.  to seek the restriction of the processing of your 
personal data in certain circumstances. 

 e.  to object to its processing. We shall no longer 
process the data unless there are compelling 
legitimate grounds to do so.

 f.  the right to portability in relation to your personal 
data. this means you can request we provide to 
you, in a structured, commonly used and machine 
readable format, the personal data we hold about 
you which you have provided.

 g.  the right not to be subject to decisions based solely 
on automated processing. We do not carry out 
any automated processing, which may lead to an 
automated decision based on your personal data.

  in order to exercise any of the above rights, please 
write to or email Utmost’s Data Protection officer at the 
details provided at the end of this notice.

y o U R  R e S P o N S i B i L i t y

12.  all staff are responsible for ensuring that any personal 
data provided to Utmost is accurate and up-to-date. 
you must notify the Human Resources Department of 
any changes.



3UL PR 0209 | 11/22

f U R t H e R  i N f o R M at i o N

13.  further information on the Data Protection Regulations 
is held on the Governance, Risk & compliance 
information page on the intranet.

S U P e R v i S o R y  a U t H o R i t y  c o N ta c t 
D e ta i L S

14.  Whilst we would look to resolve any concerns that you 
may have through our internal policies and procedures; 
if you believe that we have not complied with the 
requirements of the Data Protection Regulations you 
have the right to make a complaint about our data 
processing to any supervisory authority (for a full list 
please see:  
https://edpb.europa.eu/about-edpb/about-edpb/
members_en)  
However, based on our location and the purposes for 
which the personal data is being used, we anticipate 
that any complaint would be directed to the information 
commissioner in the isle of Man or to the information 
commissioner’s office in the United Kingdom. their 
contact details are as follows: 

  isle of Man information commissioner  
Head office 
Po Box 69 
Douglas 
isle of Man 
iM99 1eQ

 telephone: +44 (0)1624 693260
 email address: ask@inforights.im

  United Kingdom information commissioner’s office (ico) 
Wycliffe House 
Water Lane  
Wilmslow  
cheshire 
UK 
SK9 5af 

 telephone: +44 (0)1625 545745 or +44 (0)303 123 1113

i D e N t i t y  a N D  c o N ta c t  D e ta i L S 
o f  t H e  D ata  c o N t R o L L e R  a N D  
t H e  D ata  P R o t e c t i o N  o f f i c e R

15.  your personal data is held, controlled and processed by 
isle of Man companies in the Utmost isle of Man Group 
(Group) which includes Utmost Services Limited as your 
employer. the registered address of each company is 
King edward Bay House, King edward Road, onchan, 
isle of Man, iM99 1NU.

  if you wish to exercise any rights, have any queries as 
to how your data is processed, concerns or complaints, 
you can contact our Data Protection officer by 
emailing: dpo@utmostwealth.com.

  as the isle of Man is not part of the United Kingdom, 
our appointed Representative in the United Kingdom 
is an establishment of Utmost Services Limited based 
at Saddlers House, 5th floor, 44 Gutter Lane, London, 
ec2v 6BR.

  as the isle of Man is not part of the european economic 
area (eea), our appointed Representative in the eea is 
an establishment of Utmost Services Limited based at 
ashford House, tara Street, Dublin 2, D02 vX67, ireland.


